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Cybersecurity in healthcare:
Protecting human lives, not just systems
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Keeping connected care secure
requires the whole ecosystem to work together
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Medical device manufacturers are 
expected to:

Enabling people and patient 
data to flow
Ensuring seamless, secure data flow across 
systems, settings and users

Turning data into value
Connecting hardware, software, data and AI 
to deliver impact at scale

Minimize risk to an acceptable 
level
Apply risk management throughout the 
product lifecycle

Meet applicable regulations
Comply with global and local regulatory 
requirements

Provide transparency and 
support
Deliver security documentation, updates, 
and timely advisories

Hospitals require:

Data exchange
Seamless and secure sharing of patient and 
device data

Artificial intelligence
Access to AI-enabled tools and analytics

Remote expertise
Secure access for remote support and 
colaboration

Clinical workflows
Integration and clinical applications and 
systems

Patient Safety

Clinical Effectiveness

Interoperability

Security by design

Defense in-depth

SHARED RESPONSIBILITY
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Patient safety safeguarded
by mandated use
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Imagine the
impact this screen 

can have on a 
patient
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PATIENT

TECHNOLOGYCARE

Medical Device Cybersecurity

Clinical Effectiviness and Patient Safety?

Validated
design

Availability ?Connected
devices

Integrity?

Data

Personalized
care

Confidentiality ?
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Interoperability enables care, security sustains it
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Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Defense-in-depth strategy, the idea that a multi-layered defense is more difficult to penetrate than a single 
barrier, is the basis for best practices in medical device security. With Philips, hospitals and medical practices have 
the protection to keep health information and medical devices secure, giving patients true peace of mind.



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required

Node Authentication
Certificate based



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required

Node Authentication
Certificate based

Audit Trail loggingDetails around patient
data access



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required

Node Authentication
Certificate based

Audit Trail loggingDetails around patient
data access

VPAM

Securely access 
assets



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required

Node Authentication
Certificate based

Audit Trail loggingDetails around patient
data access

VPAM

802.1x

Securely access 
assets

Network authentication



© Koninklijke Philips N.V.

Malware protection

Philips’ defense in-depth strategy

Ph

ysical protection

Firewalling

O
pe

ra
tin

g System hardening

Access controls

Patient data encryption

Blocks unnecessary ports
Limits attack profile

Multiple levels
Customizable

Disable unnecessary
services

Whitelisting and/or
Blacklisting

At rest and in transit

Limit physical access

Constantly evolving threat- and regulatory-landscape requires new security controls to be added when required

Node Authentication
Certificate based

Audit Trail loggingDetails around patient
data access

VPAM

802.1x

Securely access 
assets

Network authentication

Etc.



© Koninklijke Philips N.V.23



© 2025 Koninklijke Philips N.V. All rights reserved.

How we 
communicate 
about security 
today

24

Manufacturer Disclosure Statement for Medical Device Security MDS2
Instructions for Use (Mandated Use, Residual Risk, etc.)

Security Status Document (Vulnerabilities, Patch Status, etc.)
DICOM Conformance Statement (Encryption-in-Transit)

Software Bill of Materials
Security Advisories

Labour intensive ?



Cybersecurity Philips – Catharina Ziekenhuis 
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Aanleiding :

• Veel vragen en onduidelijkheden 
vanuit  ziekenhuis MIT

• Regels, verantwoordelijkheden en 
risico’s waren niet voor iedereen 
voldoende duidelijk
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Actie : 
• Organisatie van een conferentie 

binnen het ziekenhuis met een 
hoge opkomst (~100 deelnemers)

• Verduidelijking van de geldende 
regels en risico’s

• Betrokken partijen met elkaar in 
contact gebracht om de 
samenwerking en wederzijds 
begrip te verbeteren

03

Vervolg :
• Diverse gesprekken gevoerd 

tussen ICT en Philips
• Screening uitgevoerd van de 

Catharina Installed base
• Security controls

geïnventariseerd en 
gedocumenteerd 
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Risico’s :

• Deze aanpak is niet werkbaar als 
deze periodiek moet worden 
herhaald.

• Er is behoefte aan een structureel 
en efficiënt proces dat voor alle 
betrokken partijen werkbaar is

• Zonder een duurzame oplossing 
bestaat het risico op 
terugkerende discussies
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Do you want to participate in this brainstorm session ?
Please send an Email to: arno.vander.Heijden@philips.com

27
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Questions ?
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